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Today's plan

@ Automatic verification
@ Symbolic execution

® Frame inference



Automatic Verification: Context

@ Around 2000: impressive practical advances in
automatic verification. Eg:

o Protocol properties in device drivers, eg."

3 no run-time errors in Airbus code



but....

@ ASTREE assumes: no dynamic pointer allocation
@ SLAM: assumes memory safety

® Many important programs make serious use of
the heap: Linux, Apache, TCP/IP....

@ Could we every crash-proof Apache?
OpenSSH?...
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@ ASTREE assumes: no dynamic pointer allocation
@ SLAM: assumes memory safety

@ Many important programs make serious use of
the heap: Linux, Apache, TCP/IP....

@ Could we every crash-proof Apache?
OpenSSH?...

Can we do automatic

heap verification?



Assertions

Monday we saw the assertion language of separation
logic

r|n| E+F | —E | ... Heap-independent Exprs
E=F | E>F | E—F Atomic Predicates

emp | PxQ Separating Connectives
true | PAQ | =P | Vx. P Classical Logic

Its very expressive, but hard to be dealt with in an
automatic tool.

For automatic verification we want a subset:

simple fo automate
expressive enough for interesting properties
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Symbolic Heaps

LAY

B =t L

list segment from E to F
s(E,F) iff (empAE=F) VvV (3z'. E— z2'xls(z', F))

> = emp|Er— Fljunk|ls(E,F)|YX*xX

Note: primed variable are existentially quantified



What can we express?

We can express:

Does a program
preserve acyclicity/
ciclicity?

but also:
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What can we express?

We can express:

Does a program
preserve acyclicity/
ciclicity?

but also:



Examples

Z is nil whereas x and y point to disjoint lists sharing the
tail

z=nil Als(z,z’) * Is(y, z") * Is(x’, nil)

— >
. \- o
—_— R
/x’




Examples

r =y Als(z,x’) *Is(z’, z") * junk

Which kind of heap does it describe?



Examples

r =y Als(z,x’) *Is(z’, z") * junk
Which kind of heap does it describe?

X and y are aliases and they point to a pan-handle list and
there is garbage

X Y X




Symbolic Execution

@ Symbolic execution executes the effect of a
statement on a symbolic heap

@ The result of the modification is another
heap or the state (or T).

® Defined with a relation:

)y, ¢ = Iy



Rule of Symbolic Execution

I1|%, : r=FElx'/x]

II|YX « B — F, ; r=Flx'/x

Y « E — F, : Y xE— G

115 2, new(z) (I3 2" /x] * x +— o

[ E— F, dispose(F) I1|>2

I1|3 ¥ Allocated(FE)
I, A(F) = T

x',y’ fresh existentially quantified variables
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11|32, ; r= FElx'/x]

II|YX « B — F, ; r=Flx'/x

Y « E — F, : Y xE— G

115 2, new(z) (I3 2" /x] * x +— o

[ *x E— F, dispose(F) I1|>

I1|3 ¥ Allocated(FE)
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Soundness

@ Is this symbolic semantics sound?
@ Is which sense it is sounds?

@ We need to show that the symbolic
semantics describe an superset of all
possible computation of the program (i.e., it is
an )



Concrete semanftics

C|E]s=n ¢ & dom(h)
s,h, r :=F = (s|ltr—n),h s, h, new(x) = (s|z — £), (h|f — n)

C|E|s=4¥¢ h(f)=mn C|E|s =1/
s,h, x :=|F] = (s|r+—mn),h s,h* [{ — n], dispose(F) = s, h

C|E|s=4¥¢ C|F]s=n ¥{¢&dom(h) C[E]|s & dom(h)
s,h, |[E] :=F = s,(h|f — n) s,h, A(F) = T

The symbolic semantics is a sound over-approximation
of the concrete semantics.



Example 1

11|32, : x = FElz'/x] A (I|2)[x/z]

Y« B — F, ; x=Fx'/x] N(TI|Zx E — F)[x'/x]
Y %« E — F, ; Y« FE— G

1I; 2, new(x) (I)2)[z" /x] * x — 3

[+ Ew— F, dispose(FE) X

112 ¥ Allocated(F)
0, A(E) = T

new(x);
new(y);

[y]:=nil;
V:=X;
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11|32, x = E[x'[x] A (I|X)[z"/x]

Y« B — F, x=Fx'/x] N(TI|Zx E — F)[x'/x]
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—
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Entailment

@ During symbolic execution we need fo
compute entailments P |- Q

o e.q. P |- E=F 222

@ In a tool we need to compute them
automatically.



Entailments

Berdine/Calcagno proof theory

Ql |- Q2
Q1*S |- Q2*S

Subtraction rule

Sample abstraction rule

Iseg(x,1)*list(t) |- list(x)

Try to reduce to axiom:

B /\ emp |- true /\ emp
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Iseg(x,t) * tl->y * list(y) |- list(x) (Abstraction Roll)
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Example

list(y) |- emp
list(x) * list(y) |- list(x) (Subtract)

Iseg(x,1) * tl->nil * list(y) |- list(x)  (Abstract inductive)



Remarks

* Berdine/Calcagno gave a proof procedure that was cubic
and complete on certain formulae (simple lists only).

® Abstract interprefers based on sep logic: Space Invader,
SLAyer, THOR, jStar, use special versions of the
abstraction rules to ensure convergence (we will see it in
another lecture)
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Frame inference problem

Given A and B find X such that:

Al-B*

Example:

tree(i)*tree(j) |- tree(i) *
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Iseg(x,1) * tl->nil * list(y) |- list(x)
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How to infer the frame

|- emp
list(x) * list(y) |- list(x) (Subtract)
Iseg(x,t) * tl->nil * list(y) |- list(x)  (Abstract inductive)

emp |- emp (Axiom)
list(y) |- (Substract)
list(x)*list(y) |- list(x)* (Substract)
Iseg(x,t) * tl->nil * list(y) |- list(x)* (Abstract inductive)



General rule for
inferring frame

We need to compute X in

apply subtration and abstraction
to srink the goal as much as you can

When we get then X is our frame



Homework

Compute the frame of the following entailment:
z|->nil * x|->y * yl|->nil |- z|->nil

Using symbolic heaps, compute the symbolic execution
of the program.

starting with precondition
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